
PRIVACY	NOTICE	FOR	CALIFORNIA	RESIDENTS

Effec4ve	Date:	January	1,	2020
Last	Reviewed	on:	12/31/2019

This	Privacy	 No4ce	 for	 California	 Residents	 supplements	 the	 informa;on	 contained	 in	 Ellio?’s	 Privacy	 Policy	
h?ps://www.ellio?avia;on.com/legal/	and	applies	solely	to	visitors,	users,	and	others	who	reside	in	the	State	of	
California	(”consumers”	or	“you”).	We	adopt	this	no;ce	to	comply	with	the	California	Consumer	Privacy	Act	of	
2018	(CCPA)	and	any	terms	defined	in	the	CCPA	have	the	same	meaning	when	used	in	this	No;ce.

Informa4on	We	Collect

We	collect	informa;on	that	iden;fies,	relates	to,	describes,	references,	is	reasonably	capable	of	being	associated	
with,	 or	 could	 reasonably	 be	 linked,	 directly	 or	 indirectly,	 with	 a	 par;cular	 consumer,	 household,	 or	 device	
(”personal	informa4on”).	Personal	informa;on	does	not	include:

Publicly	available	informa;on	from	government	records.
Deiden;fied	 or	 aggregated	 consumer	 informa;on,	 which	 does	 not	 allow	 the	 iden;fica;on	 of	 a	 par;cular	

consumer,	household,	or	device.

In	par;cular,	we	have	collected	the	following	categories	of	personal	informa;on	from	our	consumers	within	the	
last	twelve	(12)	months:

Category Examples Collected

A.	Iden;fiers. A	real	name,	alias,	postal	address,	unique	personal	iden;fier,	
online	iden;fier,	Internet	Protocol	address,	email	address,	
account	name,	Social	Security	number,	driver’s	license	number,	
passport	number,	or	other	similar	iden;fiers.

YES

B.	Personal	
informa;on	
categories	listed	in	
the	California	
Customer	Records	
statute	(Cal.	Civ.	
Code	§	1798.80(e)).

A	name,	signature,	Social	Security	number,	physical	
characteris;cs	or	descrip;on,	address,	telephone	number,	
passport	number,	driver’s	license	or	state	iden;fica;on	card	
number,	insurance	policy	number,	educa;on,	employment,	
employment	history,	bank	account	number,	credit	card	number,	
debit	card	number,	or	any	other	financial	informa;on,	medical	
informa;on,	or	health	insurance	informa;on.
Some	personal	informa;on	included	in	this	category	may	
overlap	with	other	categories.

YES

C.	Protected	
classifica;on	
characteris;cs	under	
California	or	federal	
law.

Age	(40	years	or	older),	race,	color,	ancestry,	na;onal	origin,	
ci;zenship,	religion	or	creed,	marital	status,	medical	condi;on,	
physical	or	mental	disability,	sex	(including	gender,	gender	
iden;ty,	gender	expression,	pregnancy	or	childbirth	and	related	
medical	condi;ons),	sexual	orienta;on,	veteran	or	military	
status,	gene;c	informa;on	(including	familial	gene;c	
informa;on).

NO



D.	Commercial	
informa;on.

Records	of	personal	property,	products	or	services	purchased,	
obtained,	or	considered,	or	other	purchasing	or	consuming	
histories	or	tendencies.

YES

E.	Biometric	
informa;on.

Gene;c,	physiological,	behavioral,	and	biological	characteris;cs,	
or	ac;vity	pa?erns	used	to	extract	a	template	or	other	
iden;fier	or	iden;fying	informa;on,	such	as,	fingerprints,	
faceprints,	and	voiceprints,	iris	or	re;na	scans,	keystroke,	gait,	
or	other	physical	pa?erns,	and	sleep,	health,	or	exercise	data.

NO

F.	Internet	or	other	
similar	network	
ac;vity.

Browsing	history,	search	history,	informa;on	on	a	consumer’s	
interac;on	with	a	website,	applica;on,	or	adver;sement.

YES

G.	Geoloca;on	data. Physical	loca;on	or	movements. NO

H.	Sensory	data. Audio,	electronic,	visual,	thermal,	olfactory,	or	similar	
informa;on.

NO

I.	Professional	or	
employment-related	
informa;on.

Current	or	past	job	history	or	performance	evalua;ons. NO

J.	Non-public	
educa;on	
informa;on	(per	the	
Family	Educa;onal	
Rights	and	Privacy	
Act	(20	U.S.C.	
Sec;on	1232g,	34	
C.F.R.	Part	99)).

Educa;on	records	directly	related	to	a	student	maintained	by	
an	educa;onal	ins;tu;on	or	party	ac;ng	on	its	behalf,	such	as	
grades,	transcripts,	class	lists,	student	schedules,	student	
iden;fica;on	codes,	student	financial	informa;on,	or	student	
disciplinary	records.

NO

K.	Inferences	drawn	
from	other	personal	
informa;on.

Profile	reflec;ng	a	person’s	preferences,	characteris;cs,	
psychological	trends,	predisposi;ons,	behavior,	agtudes,	
intelligence,	abili;es,	and	ap;tudes.

NO

We obtain the categories of personal information listed above from the following categories of sources:
We	 obtain	 personal	 informa;on	 in	 Categories	 A,	 B,	 and	 D	 directly	 from	 you.	 For	 example,	 from	 forms	 you	

complete	 or	 products	 and	 services	 you	 purchase	 or	 from	business	 cards	 collected	 at	 trade	 shows	 or	 in-
person.

We	obtain	personal	informa;on	in	Category	F	indirectly	from	you.	For	example,	from	observing	your	ac;ons	on	
our	Website.

We	obtain	personal	informa;on	in	Categories	A,	B,	D,	and	F	from	third	par;es,	including:
AMSTAT,	a	provider	of	researched	market	informa;on	in	the	avia;on	industry.		Read	more	on	AMSTAT	at	its	

website	h?p://www.amstatcorp.com/
JetNet,	a	provider	of	transac;onal	informa;on	concerning	aircrai	sales.		Read	more	on	JetNet	at	its	website	

h?ps://www.jetnet.com/
HubSpot,	 Inc.,	 through	which	we	 generate	 emails	 and	other	marke;ng	 communica;ons.	 	 Read	more	 on	

HubSpot	at	its	website	h?ps://www.hubspot.com/



Use	of	Personal	Informa4on

We	may	use	or	disclose	the	personal	informa;on	we	collect	for	one	or	more	of	the	following	purposes:
Personal	informa;on	in	Categories	A,	B,	and	D	(as	described	above)	may	be	used	to	fulfill	or	meet	the	reason	

you	provided	the	informa;on.	For	example,	 if	you	share	your	name	and	contact	 informa;on	to	request	a	
price	 quote	 or	 ask	 a	 ques;on	 about	 our	 products	 or	 services,	 we	will	 use	 that	 personal	 informa;on	 to	
respond	to	your	inquiry.	If	you	provide	your	personal	informa;on	to	purchase	a	product	or	service,	we	will	
use	that	informa;on	to	process	your	payment	and	facilitate	delivery.	We	may	also	save	your	informa;on	to	
facilitate	new	product	orders	or	process	returns.

Personal	 informa;on	 in	 Categories	 D	 and	 F	 may	 be	 used	 to	 provide,	 support,	 and	 develop	 our	 Website,	
products,	and	services.

Personal	informa;on	in	Categories	A,	B,	D,	and	F	may	be	used	to	create,	maintain,	customize,	and	secure	your	
account	with	us.

Personal	 informa;on	 in	 Categories	 A,	 B,	 D,	 and	 F	 may	 be	 used	 to	 process	 your	 requests,	 purchases,	
transac;ons,	and	payments	and	prevent	transac;onal	fraud.

Personal	informa;on	in	Categories	A,	B,	D,	and	F	may	be	used	to	provide	you	with	support	and	to	respond	to	
your	inquiries,	including	to	inves;gate	and	address	your	concerns	and	monitor	and	improve	our	responses.

Personal	informa;on	in	Categories	D	and	F	may	be	used	to	help	maintain	the	safety,	security,	and	integrity	of	
our	Website,	products	and	services,	databases	and	other	technology	assets,	and	business.

Personal	 informa;on	 in	 Categories	 D	 and	 F	 may	 be	 used	 for	 tes;ng,	 research,	 analysis,	 and	 product	
development,	including	to	develop	and	improve	our	Website,	products,	and	services.

Personal	informa;on	in	Categories	A,	B,	D,	and	F	may	be	used	to	respond	to	law	enforcement	requests	and	as	
required	by	applicable	law,	court	order,	or	governmental	regula;ons.

Personal	 informa;on	 in	 Categories	 A,	 B,	 D,	 and	 F	 may	 be	 used	 as	 described	 to	 you	 when	 collec;ng	 your	
personal	informa;on	or	as	otherwise	set	forth	in	the	CCPA.

Personal	informa;on	in	any	of	the	above	categories	may	be	used	to	evaluate	or	conduct	a	merger,	dives;ture,	
restructuring,	reorganiza;on,	dissolu;on,	or	other	sale	or	transfer	of	some	or	all	of	our	assets,	whether	as	a	
going	concern	or	as	part	of	bankruptcy,	 liquida;on,	or	 similar	proceeding,	 in	which	personal	 informa;on	
held	by	us	about	our	consumers	is	among	the	assets	transferred.

We	will	not	collect	addi;onal	categories	of	personal	informa;on	or	use	the	personal	informa;on	we	collected	
for	materially	different,	unrelated,	or	incompa;ble	purposes	without	providing	you	no;ce.

Sharing	Personal	Informa4on
We	may	disclose	your	personal	informa;on	to	a	third	party	for	a	business	purpose,	including	the	following:
Detec;ng	or	preven;ng	security	incidents	or	other	illegal	ac;vity	and	prosecu;ng	the	responsible	par;es.
Debugging	our	Website	or	other	products	and	services.
Verifying	or	maintaining	quality	or	safety	or	improving	or	upgrading	a	service	or	device	owned,	manufactured,	

or	controlled	by	or	for	us.
Undertaking	internal	research	for	technological	development	and	demonstra;on.

When	we	disclose	personal	informa;on	for	a	business	purpose,	we	enter	a	contract	that	describes	the	purpose	
and	 requires	 the	 recipient	 to	both	keep	 that	personal	 informa;on	confiden;al	and	not	use	 it	 for	any	purpose	
except	performing	the	contract.	

We	share	your	personal	informa;on	with	the	following	categories	of	third	par;es:
Service	providers,	such	as	Hubspot	for	email	marke;ng	purposes.

Disclosures	of	Personal	Informa1on	for	a	Business	Purpose

In	the	preceding	twelve	(12)	months,	we	have	disclosed	the	following	categories	of	personal	 informa;on	for	a	



business	purpose:
Category	A:	Iden;fiers.
Category	B:	California	Customer	Records	personal	informa;on	categories.
Category	D:	Commercial	informa;on.
Category	F:	Internet	or	other	similar	network	ac;vity.

We	disclose	your	personal	informa;on	for	a	business	purpose	to	the	following	categories	of	third	par;es:
Service	providers.

Sales	of	Personal	Informa1on

We	 do	 not	 and	 will	 not	 sell	 Personal	 Informa;on.	 	 In	 the	 preceding	 twelve	 (12)	 months,	 we	 have	 not	 sold	
Personal	Informa;on.

Your	Rights	and	Choices

The	 CCPA	 provides	 California	 residents	 with	 specific	 rights	 regarding	 their	 personal	 informa;on.	 This	 sec;on	
describes	your	CCPA	rights	and	explains	how	to	exercise	those	rights.

Access	to	Specific	Informa1on	and	Data	Portability	Rights

You	have	the	right	to	request	that	we	disclose	certain	informa;on	to	you	about	our	collec;on	and	use	of	your	
personal	informa;on	over	the	past	12	months.	Once	we	receive	and	confirm	your	verifiable	consumer	request,	
we	will	disclose	to	you:
The	categories	of	personal	informa;on	we	collected	about	you	in	the	last	12	months.
The	categories	of	sources	for	the	personal	informa;on	we	collected	about	you	in	the	last	12	months.
Our	business	or	commercial	purpose	for	collec;ng	or	selling	that	personal	informa;on.
The	categories	of	third	par;es	with	whom	we	share	that	personal	informa;on.
The	specific	pieces	of	personal	informa;on	we	collected	about	you	(also	called	a	data	portability	request).
If	 we	 disclosed	 your	 personal	 informa;on	 for	 a	 business	 purpose,	 a	 separate	 list	 iden;fying	 the	 personal	

informa;on	categories	that	each	category	of	recipient	obtained.

Dele1on	Request	Rights

You	have	the	right	to	request	that	we	delete	any	of	your	personal	 informa;on	that	we	collected	from	you	and	
retained,	subject	to	certain	excep;ons.	Once	we	receive	and	confirm	your	verifiable	consumer	request,	we	will	
delete	 (and	 direct	 our	 service	 providers	 to	 delete)	 your	 personal	 informa;on	 from	 our	 records,	 unless	 an	
excep;on	applies.

We	may	deny	your	dele;on	request	if	retaining	the	informa;on	is	necessary	for	us	or	our	service	provider(s)	to:
Complete	the	transac;on	for	which	we	collected	the	personal	informa;on,	provide	a	good	or	service	that	you	

requested,	take	ac;ons	reasonably	an;cipated	within	the	context	of	our	ongoing	business	rela;onship	with	
you,	fulfill	the	terms	of	a	wri?en	warranty	or	product	recall	conducted	in	accordance	with	federal	 law,	or	
otherwise	perform	our	contract	with	you.

Detect	security	incidents,	protect	against	malicious,	decep;ve,	fraudulent,	or	illegal	ac;vity,	or	prosecute	those	
responsible	for	such	ac;vi;es.

Debug	products	to	iden;fy	and	repair	errors	that	impair	exis;ng	intended	func;onality.
Exercise	 free	 speech,	 ensure	 the	 right	 of	 another	 consumer	 to	 exercise	 their	 free	 speech	 rights,	 or	 exercise	

another	right	provided	for	by	law.
Comply	with	the	California	Electronic	Communica;ons	Privacy	Act	(Cal.	Penal	Code	§	1546	et.	seq.).
Engage	in	public	or	peer-reviewed	scien;fic,	historical,	or	sta;s;cal	research	in	the	public	interest	that	adheres	

to	all	other	applicable	ethics	and	privacy	laws,	when	the	informa;on’s	dele;on	may	likely	render	impossible	
or	seriously	impair	the	research’s	achievement,	if	you	previously	provided	informed	consent.



Enable	solely	internal	uses	that	are	reasonably	aligned	with	consumer	expecta;ons	based	on	your	rela;onship	
with	us.

Comply	with	a	legal	obliga;on.
Make	 other	 internal	 and	 lawful	 uses	 of	 that	 informa;on	 that	 are	 compa;ble	with	 the	 context	 in	which	 you	

provided	it.

Exercising	Access,	Data	Portability,	and	Dele1on	Rights

To	exercise	the	access,	data	portability,	and	dele;on	rights	described	above,	please	submit	a	verifiable	consumer	
request	to	us	by	either:
Calling	us	at	800.447.6711.
Emailing	us	at	Privacy@ellio?avia;on.com

Only	you,	or	someone	legally	authorized	to	act	on	your	behalf,	may	make	a	verifiable	consumer	request	related	
to	your	personal	informa;on.	You	may	also	make	a	verifiable	consumer	request	on	behalf	of	your	minor	child.	

To	designate	an	authorized	agent,	please	contact	us	at	the	Toll-Free	Number	or	email	address	listed	above.

You	may	only	make	a	verifiable	consumer	request	for	access	or	data	portability	twice	within	a	12-month	period.	
The	verifiable	consumer	request	must:
Provide	sufficient	informa;on	that	allows	us	to	reasonably	verify	you	are	the	person	about	whom	we	collected	

personal	informa;on	or	an	authorized	representa;ve,	which	must	include:

• First	name:

• Last	name:

• Phone	number:

• Email:

• Address:

Describe	your	request	with	sufficient	detail	that	allows	us	to	properly	understand,	evaluate,	and	respond	to	it.

We	cannot	respond	to	your	request	or	provide	you	with	personal	informa;on	if	we	cannot	verify	your	iden;ty	or	
authority	to	make	the	request	and	confirm	the	personal	 informa;on	relates	to	you.	We	will	only	use	personal	
informa;on	provided	in	a	verifiable	consumer	request	to	verify	the	requestor’s	iden;ty	or	authority	to	make	the	
request.

Response	Timing	and	Format

We	endeavor	to	respond	to	a	verifiable	consumer	request	within	forty-five	(45)	days	of	its	receipt.	If	we	require	
more	;me	 (up	 to	45	addi;onal	days),	we	will	 inform	you	of	 the	 reason	and	extension	period	 in	wri;ng.	 	Any	
disclosures	we	provide	will	only	cover	 the	12-month	period	preceding	our	 receipt	of	your	verifiable	consumer	
request.	The	response	we	provide	will	also	explain	the	reasons	we	cannot	comply	with	a	request,	if	applicable.	
For	data	portability	requests,	we	will	select	a	format	to	provide	your	personal	informa;on	that	is	readily	useable	
and	 should	 allow	 you	 to	 transmit	 the	 informa;on	 from	 one	 en;ty	 to	 another	 en;ty	 without	 hindrance,	 in	
Microsoi	Word.

We	 do	 not	 charge	 a	 fee	 to	 process	 or	 respond	 to	 your	 verifiable	 consumer	 request	 unless	 it	 is	 excessive,	
repe;;ve,	or	manifestly	unfounded.	 If	we	determine	that	 the	request	warrants	a	 fee,	we	will	 tell	you	why	we	
made	that	decision	and	provide	you	with	a	cost	es;mate	before	comple;ng	your	request.



Personal	Informa1on	Sales	Opt-Out	and	Opt-In	Rights

We	 do	 not	 collect	 personal	 informa;on	 about	 consumers	 under	 the	 age	 of	 18.	 	 We	 do	 not	 sell	 personal	
informa;on	about	consumers.				

Non-Discrimina1on
We	will	not	discriminate	against	you	for	exercising	any	of	your	CCPA	rights.	Unless	permi?ed	by	the	CCPA,	we	will	
not:
Deny	you	goods	or	services.
Charge	 you	 different	 prices	 or	 rates	 for	 goods	 or	 services,	 including	 through	 gran;ng	 discounts	 or	 other	

benefits,	or	imposing	penal;es.
Provide	you	a	different	level	or	quality	of	goods	or	services.
Suggest	 that	 you	may	 receive	a	different	price	or	 rate	 for	 goods	or	 services	or	 a	different	 level	or	quality	of	

goods	or	services.

However,	we	may	offer	you	certain	financial	incen;ves	permi?ed	by	the	CCPA	that	can	result	in	different	prices,	
rates,	or	quality	 levels.	Any	CCPA-permi?ed	financial	 incen;ve	we	offer	will	 reasonably	relate	to	your	personal	
informa;on’s	 value	 and	 contain	wri?en	 terms	 that	describe	 the	program’s	material	 aspects.	 Par;cipa;on	 in	 a	
financial	incen;ve	program	requires	your	prior	opt	in	consent,	which	you	may	revoke	at	any	;me.
	
Other	California	Privacy	Rights

California’s	“Shine	the	Light”	law	(Civil	Code	Sec;on	§	1798.83)	permits	users	of	our	Website	that	are	California	
residents	 to	 request	 certain	 informa;on	 regarding	 our	 disclosure	 of	 personal	 informa;on	 to	 third	 par;es	 for	
their	direct	marke;ng	purposes.	To	make	such	a	request,	please	send	an	email	to	Privacy@Ellio?Avia;on.com	or	
write	us	at:	PO	Box	100	Moline,	IL		61266-0100

Changes	to	Our	Privacy	No4ce

We	reserve	the	right	to	amend	this	privacy	no;ce	at	our	discre;on	and	at	any	;me.	When	we	make	changes	to	
this	privacy	no;ce,	we	will	post	the	updated	no;ce	on	our	Website	and	update	the	no;ce’s	effec;ve	date.	If	we	
begin	to	sell	consumers’	personal	informa;on,	we	will	also	provide	advance	no;ce	by	email.		Your	con4nued	use	
of	our	Website	following	the	pos4ng	of	changes	cons4tutes	your	acceptance	of	such	changes.		

Contact	Informa4on

If	 you	 have	 any	 ques;ons	 or	 comments	 about	 this	 no;ce,	 the	 ways	 in	 which	 Ellio?	 collects	 and	 uses	 your	
informa;on	 described	 here	 and	 in	 our	Privacy	 Policy,	 your	 choices	 and	 rights	 regarding	 such	 use,	 or	wish	 to	
exercise	your	rights	under	California	law,	please	do	not	hesitate	to	contact	us	at:

Phone:	800.447.6711
Website:	www.ellio?avia;on.com
Email:	Privacy@Ellio?Avia;on.com	

Postal	Address:
Ellio?	Avia;on
A?n:	IT	Support
PO	Box	100	Moline,	IL		61266-0100

We	cannot	respond	to	your	request	or	provide	you	with	personal	informa;on	if	we	cannot	verify	your	iden;ty.		
You	must	 provide	 sufficient	 informa;on	 for	 us	 to	 reasonably	 verify	 that	 you	 are	 the	 person	 about	whom	we	

mailto:Privacy@ElliottAviation.com
%22mailto:


collected	personal	informa;on	or	that	person’s	authorized	representa;ve,	which	should	include,	at	minimum:

• Your	name
• Your	address
• A	descrip;on	of	your	request	with	sufficient	detail	that	allows	us	to	properly	understand,	evaluate,	and	

respond	to	it

We	will	contact	you	if	we	need	addi;onal	 informa;on	to	verify	your	 iden;ty	and	will	only	request	 informa;on	
necessary	for	this	purpose.


